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HFS MCRIF32 System Requirements

The minimum system requirements for the HFS 32-bit software

Processor (CPU)
1.5 GHz or higher — x86 or x64 compatible processor.

Memory (RAM)

1.5 gigabytes (GB) or more for 32-bit OS (Recommend 3GB or more).
4 gigabytes (GB) or more for 64-bit OS (Recommend 8GB or more).

Hard Drive
1.5 gigabytes (GB) of free space.

Writable Media
Floppy, USB drives and/or CD/DVD writable.

Interface
Keyboard and mouse or some other compatible pointing device.

Display
1024x768 or higher resolution monitor (Recommend 1920x1080 at 100%).

Operating System
Microsoft Windows 8.1/10, or later operating systems.

Installation and Registry

MCRIF32 installation requires an account with administrative rights. During the installation of the
software, the following registry keys are modified:
HKEY_LOCAL_MACHINE\SOFTWARE\Classes\CLSID
HKEY_LOCAL_MACHINE\SOFTWARE\Classes\CLSID
HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Installer\Features
HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Installer\Products
HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Installer\UpgradeCodes
HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Installer\Win32Assemblies
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HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Interface
HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Enum\Root\LEGACY_MSISERVER\0000\Control
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Enum\Root\LEGACY_MSISERVER\0000\Control
User’s settings are saved in HKEY_CURRENT_USER\Software\Health Financial Systems key

Others

Internet Explorer 32-bit components version 9.0 or later. Internet functionality requires Internet access
(fees may apply).

Microsoft XML Core Services (MSXML) version 3.0 and 6.0.

Adobe Reader version 8 or higher.

Files and Folders Permissions

Software Installation Folder - The software application creates temporary files and folders in the
application installation folder, therefore the User Account must have permission to read, write, create,
delete and modify files and subfolders in the folder where the HFS Cost Report software application is
installed. These permissions are equivalent to the “Full Control” permissions setting. Data Files Folder -
The software application creates files for the purpose of storing cost report data, therefore the User
Account must have permission to read, write, create, delete and modify files in a folder you designate as
the location of the user data files. The data files folder may be the same of different than the software
application installation folder. These permissions are equivalent to the “Full Control” permissions
setting.

Internet Connection
ECR Export, Check for Updates and SaFE Storage require Internet connection (fees may apply).

Email
Domains hfssoft.biz and hfssoft.com should be added as trusted senders.

Additional
Actual requirements and product functionality may vary based on your system configuration and
operating system.
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Trusted Sites & Proxy Exceptions

Internet Explorer Trusted Sites

Some computers are set up to only allow access to sites that are in the Trusted Sites for their security
zone. If the HFS web sites are not in this zone, our web services may not be able to connect to the HFS
web sites. In addition to adding the HFS web sites to the Trusted Sites, the client may need to also make
changes to their firewall settings

to allow our software to access  Internet Options ? X

the Internet outside of the ‘

L General Security Privacy Content Connections Programs Advanced
Internet Explorer application.

To add HFS web sites to the list Select a zone to view or change security settings.

of Trusted Sites, open Internet 0 L a J ®

Explorer and select Internet
Internet Local intranet JPPEHEEEEIEE  Restricted

Options from the Tools menu. sites

On the Internet Options screen, Trusted sites

select the Security tab. (Note: If j This zone contains websites that you Sites

you do not have a Security tab, ' t:m 2|2£t° damage your computer of -
contact your IT department to Trusted sites X \
have them update your Trusted Securit) ‘
Sites.) On the Security tab, Allow 4 You can add and remove websites from this zone. All websites in

select Trusted sites and then this zone will use the zone's security settings.

press the Sites button. =
Add this website to the zone:
On the Trusted sites screen, add | | | Add
the following web sites: O
Websites:
https://www.hfssoft.com safe.hfssoft.com Remove
https://updates0.hfssoft.com updates0.hfssoft.com
https://updates2.hfssoft.com updates4.hfsoft.com
https://updates3.hfssoft.com www.hfsssoft.com
https://updates4.hfssoft.com ‘
https://safe.hfssoft.com [CJrequire server verification (https:) for all sites in this zone

You will need to uncheck the

“Require

server verification (https:) for all sites in
this zone” option.

Close

After entering the web site addresses, click the Close button and then click the Ok button on the
Internet Options screen.
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Proxy Exceptions Proxy Settings X
When using a proxy server to
access the Internet it is sometimes SErves
necessary to add the HFS web \2_2‘ Type Proxy address to use Port
sites to the list of web sites that == HTTP: | l : | ]
do not require the proxy server.

Secure: | l : I l
It is recommended that only s l l : I ]
clients experienced with proxy -
servers change these settings. Socks: I l : I ]
To add the proxy server [Juse the same proxy server for all protocols
exceptions, open the Proxy
settings screen from the Internet Exceptions

Options LAN Advanced Settings | B Do not use proxy server for addresses beginning with:

screen. In the Exceptions box add

the HFS web sites as shown in the nttps://safe.hfssoft.com;htips: /fwww.hfssoft.com;https A
. . :/fupdates0.hfssoft.com;https: /fupdates4.hfssoft.com;h S
image at right. Note: You can also

add the hfSSOftcom S|te but thIS |S Use semico[ons (; ) to separate enh'ies'

generally not required.

Adding proxy exceptions assumes fons)

that the computer has Internet
access without the proxy server. If the computer only has Internet access through the proxy server then
setting these exceptions will have no effect.

Important Note: In most proxy cases the user cannot manually configure their computer to allow access
to a server that has not been identified by their company as a trusted site. If they could, the company
would not be using the proxy server configuration. In this case, the user must contact their IT
department and request that the HFS web sites be added to the list of allowed domains that can be
accessed by the proxy server. These domains are:

https://www.hfssoft.com
https://updates0.hfssoft.com
https://updates2.hfssoft.com
https://updates3.hfssoft.com
https://updates4.hfssoft.com
https://safe.hfssoft.com

The above domains need to be added to your proxy server exception list (“allowlist”) if such a list is
used by your company. Contact your IT department to request these domains be added to that list. If
your computer uses this allowlist, any changes you make locally will have no affect on your proxy
authorization.
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Windows Firewall

Most computers have a @ Control Panel\All Control Panel ltems\Windows Firewall\Allowed apps - O X
firewall installed that helps : =
- v N o <« Win... » Allowed a... v O Search Control Panel yel
prevent unwanted Internet
access by rouge programs. Allow apps to communicate through Windows Firewall
Windows Firewall can be To add, change, or remove allowed apps and ports, click Change settings.
told to allow a program What are the risks of allowing an app to communicate? Q'Qhagge settings
through the firewall when it Allowed apps and features:
is attempting to access the fe— e
Internet. The MCRIF32 L Resniote Evert:Monitor 0O 0O
program itself uses the [J Remote Scheduled Tasks Management O O
Internet Explorer securit [ Remote Service Management O O
P Y [J Remote Shutdown O O
settings so has an easier B/ Remote Volume Management O O
time getting through the [ORouting and Remote Access O O
: [ Secure Socket Tunneling Protocol O O
firewall. However, the HFS [ SmartScreen O O
update program cannot use [CJSNMP Trap O O
Internet Explorer and as a L YoAaetod Boloes o =
P O TPM Virtual Smart Card Management O O
result, might be blocked by [ Virtual Machine Monitoring O O ¥
the firewall. Details... Remove
Please note that most Allow another app...
computers do not need
their firewall changed as
this is the least common 2 tancel

problem that causes it to
not have Internet access.

To allow the HFS update program through Windows Firewall, open the Windows Firewall Settings dialog
and press the Add program button.

In the Add a Program dialog, press the Browse button and look for the HFS update program called
W32MUPDL.EXE. This program is located in the same folder where your MCRIF32 software is located
(usually C:\MCRIF32). Select the W32MUPDI.EXE program and press the OK button. The MCRIF32.exe
needs to be added as well.

Press the OK button on the Add a Program dialog, then press the OK button on the Windows Firewall
Settings dialog.

Many companies restrict access to the firewall settings so contact your IT department if you do not have
access to these settings.

Please note if there is a third-party Antivirus software installed, please consult the manual for details on
how to add in the exceptions. For companies who have security software running on the server side,
please contact your IT department.
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